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CLOUDFLARE

3axuct Big DDoS-aTak 3 Cloudflare

3axucTiTb Be6-canTtun, nporpamu Ta Uini mepexi 6e3 wkoam Ans npoayKTUBHOCTI.

PosnogineHi ataku Ha BigMoBy B o6cnyroByBaHHi (DDoS) cTatoTb
Aenani MaclTabHilWMMK Ta CKNagHilWnMu, LWo NPU3BOAMTbL A0 NPOCTOIB,
WwKoau penyTadii 6peHay Ta BTpayeHnx Joxogie. 3 NosBOK YMCEHHUX
iHCTPYMEHTIB Ans aTak, Tenep NUTaHHSA CTOITb HE B TOMY, Y/ CTaHe
Balla OpraHisauisi MilLEeHHI0, a KON Le CTaHETbCA.

3axuct Big DDoS-atak Cloudflare ponomarae Bam 3axuctutu Bebcantu,
JoJatky Ta Uini mepexi 6e3 wkoau Ans NpoAyKTUBHOCTI, Lo
nNpu3BOoaUTb 4O NigBULLIEHHA Yacy 6e3nepebinHol poboTtu Ta
NoKpaLLeHHs AKoCTi 06cnyroByBaHHsi kKOpMCTyBaYiB. Hawa rmobanksHa
Mepexa, Lo oxonntoe 285 micT, BenuyesHi gaHi npo 3arpoaun 1a

po3noaineHi CucTeMmn 3axmcTy rapaHTyoTb, WO BiNbLUICTb LWKIANNBMX
aTak G6/10KYIOTbCA MEHLU HiX 3a 3 CekyHau.

CTBOpeHO AnA 3aXUcty BCbOro, o nigKnoYeHo Ao |HTepHeTy

3axucTiTb nporpamum

Cloudflare Spectrum 3abe3neyye
3axucT Big DDoS-aTak 3a
[0MOMOror0 3BOPOTHOIO NPOKCI A4S
He BebgoaaTkiB, Takux sk FTP,
SSH, VolIP, irpu abo 6yab-ski iHLi
nporpamMu, Lo NpaLoTb No
npotokony TCP/UDP. OtpumanTte
GinbLUy LIBUAKICT, KpaLly 6e3neky
Ta NigBULLIEHY HALINHICTb.
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3axucTiTh BebcauTiBs

beanepepBHUIA 3axucT BeOpecypciB
Big DDoS-atak (HTTP/HTTPS)
NOCUIIOETLCS 3aBAAKN rnobanbHin
aHanituui 3arpo3 Cloudflare Ta
BAOCKOHArNeHnM Moaensm
MaLLWHHOIO HaBYaHHA Ans
6e3nepepBHOro 3ax1cTy Big HOBKX
aTak.

3
3axuUcCTiTb Mepexy

Cloudflare Magic Transit
3abesneuvye 3axuct Big DDoS Ha
ocHoBi BGP anst nokanbHux,
XMapHUX i riBpuaHUX MepexeBnx
iHppacTpykTyp. JOCTYNHUA SK Y
pexumi nocTikHoi poboTK, Tak i 3a
3anuTom, 3 BOYAOBaHOK MEpPEXELD
aHanitTvkun Ta 6azosmum Magic
Firewall.
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CLOUDFLARE

Yomy Cloudflare 3axuwae Big DDoS-atak

HenepeBeplueHa 3g4aTHICTb 40 NOM'SIKLIEHHA aTakK

KoxeH cepBep y KOXXHOMY AaTa-LeHTpi, Lo OXONnoe 275+ MicT, 3agisgHuin y

3axXUCTUTK Bawi BebGcanTu Ta iHppacTpyKTypy HagiTb Big Hanbinbwmux DDoS-
aTak.

CTBOpEHO ANA NPoAYKTUBHOCTI

MeHLY 3aTPUMKY Ta Kpally NPOAYKTUBHICTL: Oinblue HiSKMX LEHTPIB 3
OYMCTKM JaHMX Y1 TOYOK 3aTPUMKK, K CMoBinbHIOTL poboTy. Cloudflare
e(PeKTMBHO HeMUTpani3ye GiNbLUICTb aTak MeHLW HiX 3a 3 CeKyHau.
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MpocTuin y BUKOpUCTaHHI

PosropTanTe 3axuct Big DDoS 3a nivyeHi XBUNUHU Ta rOAUHWN, a HE OHi YN
@ TWKHI. YNpaBniHHS CTae MakcumarbHO NPOCTMM 3aBASKM HALLIOMY

iHTerpoBaHoMy pawbopay, ska Hagae eaUHUIN 3pYYHUIA OrNSA, YCIX BaLLMX

DDoS-iHungeHTiB.

Kpawa Buaumictb Ta aHanis

Bb6ynosaHa aHaniTvka Hagae 6inbw rmmboke po3ymiHHA mogenen Tpadiky,

BusBneHux (i 3abnokosaHux) 3arpo3 i 6arato iHworo 6e3nocepeaHLO 3

pawbopay Cloudflare abo yepes API. XXypHanu moxHa nerko iHTerpyBatu 3i
cTopoHHiMn SIEM-cuctemamu.

3ynuHui DDoS-atak. Matoun nponyckHy 3aaTHicTb 192 T6it/c, Cloudflare moxe

Cloudflare BusiBnsie Ta HenTpaniaye ataku Hanbnmxye 0o Axxepena, LWo o3Ha4vae

«MoxnuBicTb HalLoi ayauTopil
oTpUMyBaTK SOCTYN OO
HaLLIOro KOHTEHTY Yy Oyab-AKniA
Yyac € KpUTUYHO BaXNMBUM
anga penyTtadii 6peHay. Ham
HeobXxigHO obupaTn napTHepa,
Ha SIKOro MOXXHa moknacTucs,
o6 3abe3neunTu, Lo
NOTPIOHI NOAN MOXYTb YMTaTh
Hawli cTaTTi, a HebaxaHi He
MOXYTb BUBECTM HaLL CaunT 3
nagy».

Dxecc LLimanpga, TexHivyHUn
avpekTop (CTO), Axios

NXIOS

Haunkpawmnm y ranysi saxuct Big DDoS-aTak

9,

Yac rotyBaTtucs BXe HacTaB

iHWe.

3axuct Big DDoS-atak Big Cloudflare 6yno BusHaHO "nigepomM" 3a Bepciamu Forrester Ta GigaOm. MexaHiamu
saxucty Big DDoS Big Cloudflare Ttakox oTpumanu Bucoki ouiHku Big Gartner. Komnawnii 3i cnucky Fortune 500
posipsitotb Cloudflare 3axucTt cBoix BebcanTis, AodaTkiB Ta MepPEXeBOi iIHPPaCTPYKTypH.

MigroTyviTecs 3azganerigb, NepLl HiX Balla opraHisauis ctaHe xepteoto DDoS-ataku. | He
XepTBynTE NpodyKTuBHiCTIO 3apaaun 6e3snekn. 3 Cloudflare Bu moxeTte otpumatu i e, i

ilT Distribution € odiuinHnm Value Added anctpmb'toTopom, sSKmiA NOCTINHO PO3BMBAETHLCS
y cdhepi npoekTHOT AncTpubyuii cknagHux B2B piweHb B YkpaiHi, MonbLui Ta kpaiHax
BanTii. M npeacraBnsemMo nporpamHi pilleHHS Big NMPOBIAHUX CBITOBMX NOCTaYarnbHUKIB.
Hawa wicis nonsirae B Tomy, w06 3abe3neynTtu opratisadii 6yab-akoro po3mipy
Cy4aCHUMU MOXIUBOCTAMM I T-iHdDpacTpykTypy, 3abesnevytoum iXHin 3axucT Big,
nepesBaxkatunx 3arpo3 iHdopmauinHoi 6e3neku.
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